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Debugging an FPGA design can be difficult without clear visibility into the high-speed
logic fabric, where signals change at nanosecond scales. Xilinx Integrated Logic
Analyzer (ILA) provides that visibility by acting as an embedded oscilloscope inside
the FPGA. It captures internal signals in real time and stores them in dedicated Block
RAM (BRAM) for cycle-accurate observation.

To make the ILA practical to use to FPGA sandbox users, imperix supports the Xilinx
Virtual Cable (XVC) protocol. This Ethernet-based protocol acts like a JTAG cable
and provides a means to connect to ILAs without opening the enclosure to attach a
physical debugger.

Xilinx Virtual Cable (XVC) protocol support requires the imperix firmware IP (IXIP)
3.10 Rev. 3 or later.

The latest version of the IP is available on the download page and PN174 provides a
step-by-step guide on upgrading an existing FPGA design.


https://www.linkedin.com/in/jules-perrin-7aa9b828b/
https://imperix.com/doc/help/download-and-update-imperix-ip-for-fpga-sandbox
https://imperix.com/doc/help/upgrade-of-the-imperix-firmware-ip

Enabling the debug interface

Before adding ILA cores to a design, the debug infrastructure must be enabled in the
imperix firmware IP. This allows Vivado to communicate with the debug cores over
the network via the XVC protocol.

1. Enable BSCAN in the imperix firmware IP. The BSCAN (Boundary Scan)
interface is the virtual port that provides access to the FPGA debug chain.
o Double-click the IMPERIX_FW IP in the block design to open the
configuration dialog.
o Navigate to the Configuration tab.
o Check the Make BSCAN interface available from the sandbox and click
OK. This exposes a BSCAN port on the IP block.
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2. Add and connect the Debug Bridge IP. The Debug Bridge acts as a switch,
routing commands from the CPU to all connected debug cores.

o Right-click in the block design and select Add IP.

o Search for Debug Bridge and add it to the design.

o Double-click the Debug Bridge to configure it and ensure the Bridge Type
is set to From BSCAN to DebugHub.

o Connect S_BSCAN to the BSCAN port of the IMPERIX_FW and connect clk
to clk_250_mhz.
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Adding signals to the ILA

While the remote XVC network architecture is specific to the controller environment,
instantiating and operating the ILA cores relies entirely on standard Xilinx Vivado
workflows. The following sections summarize these standard procedures for
convenience.

Since the XVC connection relies on a Debug Bridge, ILA cores must be instantiated
directly in the block design. The post-synthesis “Mark Debug” flow is not supported
in this configuration.

1. In the block design, right-click on the signals/wires to be observed
2. Select Debug from the context menu
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3. A debug marker (small bug icon) appears on the signal, and a green banner

appears at the top: “Designer Assistance available. Run Connection
Automation”
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4. Click Run Connection Automation
5. In the dialog, configure the ILA options:
o Probe Type: Select “Data and Trigger” to use the signal for both capture
and triggering
o Source Clock: Select the clock for the signal's domain (typically
/IXIP/clk_250_mhz)
o System ILA: Leave as “Auto” to let Vivado create a new ILA
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Some signals/wires are already associated to a clock domain by default

6. Click OK. Vivado automatically creates a System ILA and connects everything.
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To add more signals to the same ILA, repeat the process and leave “System ILA” set
to “Auto”. Vivado will automatically connect the signal to an existing ILA that uses

the same clock domain. Alternatively, multiple signals can be selected via right-click
before running connection automation to add them all at once.

Configuring the ILA

After creating the System ILA, double-click the block to open the configuration
dialog. Depending on whether individual wires or full AXI interfaces are being
monitored, the dialog displays up to three main tabs:

1. General Options tab
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e Sample Data Depth: Sets the number of samples to capture. Increasing this
value extends the capture window but consumes more Block RAM.

e Number of Probes: Total number of individual signal ports. This value can be
increased to manually add probes beyond those created by automation.

¢ Number of Comparators: Sets the comparison units per probe for trigger
conditions. One is usually sufficient unless complex logic is required.

2. Probe_Ports tab
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¢ Probe Width: Defined in bits. With “Native Probe width propagation” set to
AUTO, this matches the connected signal automatically.
o Data and/or Trigger: Sets whether a probe is used for data capture, triggering,

‘
System ILA (1.1) Pl
@ Documentation = IP Location
Resources Component Name system_ila_0
A
- RAM [To configure more than 64 probe ports use Vivado Tdl Cansole
Resource Esumates General Options  Probe_Ports(0.7)  Interface Options
-
Cenfiguration for Siot | SLOTD v
1000
inter imperix 1 regs il v
900 Imerface Type pericchiouser regs ri:1.0
800 Configure Siot as Data and/or Trigger  DATA AND TRIGGER ~
|
700
oK Cancel

3. Interface Options tab This tab appears when full interfaces (such as AXI4-Stream)
are connected to the ILA. It enables the configuration of specific slots and signals
within the interface for use in triggering or data storage.

The Resources panel on the left provides real-time estimates of Block RAM usage,
helping to balance capture depth against available hardware resources.

Managing clocks and capture windows
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The ILA must be clocked by the same source driving the signals under observation;
using a different clock will result in unstable or incorrect data. For most sandbox
designs, connect the ILA clock input to c1k_250 mhz.

The duration of the capture window is determined by the sample depth and the clock
frequency. At a standard 250 MHz frequency, the capture times are as follows:

Sample Depth | Capture Time at 250 MHz | Approximate BRAM Usage
1024 4.1 ps 1 BRAM per 36-bit probe
2048 8.2 us 2 BRAM per 36-bit probe
4096 16.4 us 4 BRAM per 36-bit probe

Operating the ILA in Vivado

Once the bitstream is generated and loaded into the controller using Cockpit, signals
can be accessed through the Vivado Hardware Manager.

Establishing the XVC connection

1. Open Hardware Manager in Vivado (Flow Navigator — Program and Debug —
Open Hardware Manager)

2. Click Open Target — Open New Target

3. In the Hardware Server Settings, select Local server and click Next

# Open New Hardware Target X

Hardware Server Settings

Select local or remote hardware server, then configure the host name and port settings. Use Local server if the target is attached to the local f
machine; otherwise, use Remote server.

Connectto: | Local server (target is on local machine b

Click Next to launch and/or connect to the hw_server (port 3121) application on the local machine.

< Back l Cancel

4. In the Select Hardware Target screen, click Add Xilinx Virtual Cable (XVC)
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# Open New Hardware Target X

Select Hardware Target

Select a hardware target from the list of available targets, then set the appropriate JTAG clock (TCK) frequency. If you do not see the expected ‘
devices, decrease the frequency or select a different target.
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5. Enter the IP address of the imperix device and port 2542 (default XVC port),
then click OK

’ pen New Hardware Target
Select Hardware Target

Select a hardware target from the list of available targets, then set the appropriate JTAG clock (TCK) frequency. If you do not see the expected ‘
devices, decrease the frequency or select a different target.

Hardware Targets
# Add Virtual Cable X

Specify the host name and the port of the virtual cable
i
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— . .
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6. Click Next and Finish to complete the connection. Vivado will detect the debug
bridge and ILA core.

Loading the probes file

After connecting, the ILA appears but shows “No probes exist”. The probes file that
was generated during bitstream implementation must be loaded.
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1. In the Hardware panel, click on debug_bridge_0
2. In the Hardware Device Properties panel below, locate the Probes file field

Hardware ? 00 X
Q = = > » N &
Name 1 Status
~ K localhost (1) Connected
o B e xilink_tef/Xiline/10.10.13.34:2542 (1) Open
~ & debug_bridge_0 (1) N/A
IE hw_ila_1 (ILA) O dle
Hardware Device Properties ? _ 00O %
& debug_bridge 0 = &
Y

Part: debug_bridge
ID code: 0A003093

IR length: &

Status: M/A

Programming file:
Probes file:

User chain count: 4

General FProperties

3. Click the ... button and navigate to the Vivado project folder
vivado/<PROJECT_NAME>/<PROJECT_NAME>.runs/impl 1/
4. Select the top_wrapper.ltx file (or similar . 1tx file) and click OK

¢ Specify Probes File
Look in: impl_1

Xil
< debug_nets.Itx
. top_wrapper.Itx

v todiE, mXC [

Recent Directories

C:fvivado_scripts/BB3/ix_ip_gen/_ip_standard/sa.. +

File Preview

File name: top_wrapper.lbci

Files of type:  Probe Files (Itx)
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5. The probes are now loaded and visible in the waveform viewer
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Operating the ILA

Immediate trigger: Click the Run Trigger Immediate button (>>) to capture data
immediately without waiting for a trigger condition.

ettings - hw ila 1 Status - hw_iia_1 Trigger Setup - hw_ila_1 Capture Setup - hw_ila_1

* > » N +

Conditional trigger:

1. In the Trigger Setup window, add the probes to be used as trigger sources
2. Set the trigger condition (e.g., probe® == 1 or probel rising edge)
3. Click “Run Trigger” (™ with T) to arm the ILA and wait for the condition
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To go further

The example at the end of PN127 demonstrates how an ILA can be used to verify a
PWM modulator implemented in the FPGA sandbox.

The latest section of the FPGA-based control of a grid-tied inverter example shows
how to use an AX/4-Stream Broadcaster to split a stream and route it to the CPU.
This allows connecting the result to a probe and observe it from Cockpit, which is
sometimes more convenient than using an ILA.
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